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Username & Password Generator

Use the Bitwarden generator tool to easily create strong passwords and unique usernames. The password generator is available in all
Bitwarden apps and the username generator is available in the web vault, browser extension, desktop app, and mobile app.

If you are not a current Bitwarden user, you can also test our free password generator at https://bitwarden.com/password-generator/.

Generate a password

To generate a strong password:

=Web app

Select Tools - Generator from the navigation:

0 Password Manager Generator ]
£ Vaults ~
<] Send
Tools ~ mpFn+Jt2$7S0HXqg c
Generator
Options
Import data
~ Length
Export vault 16
— Value must be between 5 and 128.
= Reports
Settings
Include
A-Z a-z 0-9 |@H#SHNE
— Minimum numbers -~ Minimum special

1 R

C] Avoid ambiguous characters

Generator history

The options you specify on this page will be saved until you log out of the web app. You can also quickly generate a strong password using
those same options directly from the Add or Edit Item screens using the < Generate button:
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Edit login P b .

[ Vaults .
Item details b .
Send ) ) )
— Itern name (required) .
My MNew I[tem a
=y Tools | Y ) - :
Generator ~ Owner . — Folder .
I I EmEEEE R BN - Mo folder -
Import data ; T }
Export vault Login credentials
= Reports ~ Username . "
myusername S

2} Settings

— Password
seens @ L
\

Use the generator {f to craate a strong unique password

@

All passwords that you generate in either location, even if you don't save them to an item, will be temporarily recorded and can be viewed
using the Generator history button. This history is cleared when you log out.

=>Browser extension

Select the  Generator tab:
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bitwarden.com

Products~ Pricing Downloads Developers Resoul€I=1al=1g-15°18

Passphrase Username )

Ug#9D9QwBcial WW#7 <

The most trusted

password manager

Bitwarden is the best password manager for securely storing, managing, and Options
sharing sensitive online data such as passwords, passkeys, and credit cards.

S Length
Start an enterprise trial | View plans and pricing | 18
\_ J

Include

- - BArz Baz PBo-2o M le#rs

1 Spring 2024
FALL FALL
2024 2024

Tap
Best - . . Performer
Leader Usability E Minimum numbers —,  — Minimum special Slashdoi
- v" i

A b

(] Avoid ambiguous characters

& ® i o3
Vault Generator Send Settings

-

Everything you need

You can also generate a strong password from the Edit screen using the < Generate button:
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& 23 bitwarden.com

U bitwarden  Products~ Pricing Downloads Developers Resou { Edit |Qgin

Item details

The most trusted [

My Google Account

password manager

Bitwarden is the best password manager for securely storing, managing, and
sharing sensitive online data such as passwords, passkeys, and credit cards.

Ve ~
| — Login credentials

Owner -~ Folder
[ You - Mo folder

Username
myusername = }
Password
B m BESASENSERNSENNEGETNEERRBERRAREES @ @ n
’ ] e Top
Best Performer
Leader Usability SHORTLIST Use the generator 2 to create a strong unigue password Slashdot
- —— | Spring 2024 )
FALL FALL ) _
2024 2024 Authenticator key (2
SESASENSSIREEERES @ }

Everything you need

If you're creating an account that isn't stored in Bitwarden, you can also use the inline autofill menu to generate and autofill a password
using the Fill generated password prompt:

Enter the email you'd like to create an account with

my_new_username

Create a password

——

Fill generated password
SuBGPe0IstocM
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When using inline, use the T generate button to generate a new password until you're satisfied with it. Make sure you select New login
when prompted to save the login to Bitwarden. Learn more.

All passwords that you generate in any location, even if you don't save them to an item, will be temporarily recorded and can be viewed
using the Generator history button. This history is cleared when you log out.
=Desktop

Select View = Generator from the menu bar:

‘ Bitwarden File Edit View Account Window Help
Search vault

Generator

o sendoe blok e,

Zoom in

Passphrase Username
Zoom out

Reset zoom

Toggle full screen

Reload

Length
E

Value must be between 5 and 128. Use 14 characters or more to generate a strong password.

Include

A-Z 0-9 (] 1@#$%rsee

[ Minimum numbers Minimum special
1 } (0

(] Avoid ambiguous characters

Generator history

Desktop App Password Generator

You can also generate a strong password from the Add/Edit Item screen using the < Generate button:
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_ | u EEs N
‘4 Search type ;
bitwarden.com
ALL VAULTS ADD ITEM
Type
ooz All items Login v
7 Favorites
T Trash eme
MNew login item
Username
y
[ my_username ~
= Card -
Password il
Identity — ~
[J Secure note There are no items to list. Authenticator key (TOTP)
&2 SSH key
Add item
URI1
3 No folder e o3
() New URI
Folder
ﬁ 4 + E Cancel
My vault Send

—

All passwords that you generate in either location, even if you don't save them to an item, will be temporarily recorded and can be viewed
using the Generator history button. This history is cleared when you log out.

=Mobile

Select the  Generator tab:
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«f T ED
o )

Generator

Generator

Fassword Usermame

muXxsgPyGY3afK
lbsl1¥1ZsQUhyf

Password

You can also generate a strong password from the Add/Edit Item screen, as well as from the iOS app extension accessible by tapping the
Share icon, using the < Generate button:
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i D

Edit item Edit item

EM INFORMA
lam

Rippling Account
Rippling Account

I
MYyUSarnanme

myusername

} seotup TOTP

(] Set up TOTP

https:irippling.com/
Ifrippling.comy

MNew URI

AISCELLANECUS

Finance/Insurance

/Insurance

All passwords that you generate in either location, even if you don't save them to an item, will be temporarily recorded and can be viewed
using the Generator history button. This history is cleared when you log out.

=CLI

Use the generate command to generate a password:
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Bash

generate -uln —-length 14

Additional options flags for generated passwords include:
e ——minNumber
e ——minSpecial

e ——ambiguous

For more information, please refer to the Bitwarden CLI documentation.
Password types

Password

Passwords are randomly generated strings of a customizable set of character types. Options for passwords include:
¢ Length: Number of characters in your password.

¢ Minimum numbers: Minimum number of numbers in your password if 0-9 is enabled.

¢ Minimum special: Minimum number of special characters in your password if |@#$%A&* is enabled.

e A-Z:Include uppercase letters in your password.

e a-z:Include lowercase letters in your password.

e 0-9:Include numbers in your password.

o 1@#$%AN&*: Include special characters in your password.

¢ Avoid ambiguous characters: Prevent your passwords from having both a 1 and 1 or both a 0 and o.

Unless you need to satisfy a site's specific password requirements, we recommend keeping Minimum Numbers and Minimum
Special as low as possible (0-1) as over-constraint limits the strength of generated passwords.

Passphrase

Passphrases are randomly generated groups of words, for example panda—lunchroom-uplifting-resisting. Options for passphrases
include:

¢ Number of words: Number of words in your passphrase.
e Word separator: Character to use to separate words in your passphrase (- in the above example).

e Capitalize: Capitalize the first letter of each word in your passphrase.
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¢ Include number: Include a single numerical character in your passphrase.
Generate a username

To generate a username:

=Web app

Select Tools -> Generator from the navigation:

0 Password Manager Generator g (-
£ Vaults -
<7 Send
ools ~ myemailaddress+7pe5iafg@gmail. com S
Generator
Options
Import data
— Type 5

Plus addressed email -

Export vault

Use your email provider's sub-addressing capabilities.

— Email
myemailaddress@gmail.com ‘

Generator history

You can also generate a username from the Edit screen using the C Generate button:
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Edit login P b .

[ Vaults .
Item details b .
Send ) ) )
— Itern name (required) .
My MNew I[tem a
=y Tools | Y ) - :
Generator ~ Owner . — Folder .
I I EmEEEE R BN - Mo folder -
Import data ; T }
Export vault Login credentials
= Reports ~ Username "
myusername S
2} Settings h
— Password \ .
seeas @ o) O

. r

Use the generator {f to craate a strong unique password

All usernames that you generate in either location, even if you don't save them to an item, will be temporarily recorded and can be viewed
using the Generator history button. This history is cleared when you log out.

=>Browser extension

Select the C Generator tab and choose Username:

© 2025 Bitwarden Inc | Page 12 of 28



U bit\/\/a rd e n Secure and trusted open source password manager for business

23 bitwarden.com

U bitwarden Products~ Pricing Downloads Developers Resoull€l=1sl=1g-18°]8

( Password Passphrase

myemail+8p2cg2fk@google.c

password manager on ©

Bitwarden is the best password manager for securely storing, managing, and
sharing sensitive online data such as passwords, passkeys, and credit cards.

Sy
| View plans and pricing | Type
—_— 7 Plus addressed email M

Use your email provider's sub-addressing capabilities.

The most trusted

Options

Email
[ myemail@google.com }
. S Tap
Best Performer
Leader Usability SHROATLST slashdot
[a— v—’ _ Spring 2024
Tt T Password history >

() ® 7 i1

Vault Generator Send Settings

Everything you need

-

You can also generate a username from the Edit screen using the < Generate button:
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(-]

22 bitwarden.com

U bitwarden  Products~ Pricing Downloads Developers Resou < Edit |0gin

Item details

The most trusted [.tem e e

My Google Account

password manager

Bitwarden is the best password manager for securely storing, managing, and You - No folder

Owner -, ~ Folder
[ AR

sharing sensitive online data such as passwords, passkeys, and credit cards.

a
Start an enterprise trial | View plans and pricing .:I
—— Login credentials

~ Username

myusername I
.
~ Password ~
i : BESASENSERNSENNEGETNEERRBERRAREES n
G G © @ O Top
Best M . W, Performer
Leader Usability SHORTLIST Use the generator 2 to create a strong unigue password Slashdot
Enterprise Spring 2024
FALL FALL i .y
2024 mly ~— Authenticator key (2} ~
SESASENSSIREEERES @
e -
Everything you need

All usernames that you generate in either location, even if you don't save them to an item, will be temporarily recorded and can be viewed
using the Generator history button. This history is cleared when you log out.

=Desktop

Select View - Generator from the menu bar:
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&  Bitwarden File Edit View Account Window Help
ult

Generator

Zoom in
Zoom out ><

Reset zoom

Reload
mxd33mté@, B = “.com

Options

Type
[ Catch-all email

Use your domain's configured catch-all inbox.

Domain narme
EEEENECEN oM

Generator history

Desktop App Username Generator

You can also generate a username from the Add/Edit Item screen using the <C Generate button:
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Q4 Search type

bitwarden.com

ADD ITEM

Type
oan All iterns Login o
¥'7 Favarites

M
W Trash ame

New login item

Usermame

9]

) Login
= Card e

Password @ © G
3 |dentity ssesessssssasnsns
Ld Secure note There are no items to list. Authenticator key (TOTP)

&2 SSH key
Add item

URI1

B9 No folder e e

() New URI

Folder

ﬁ 4 -+ & Cancel
My vault Send

- v

All usernames that you generate in either location, even if you don't save them to an item, will be temporarily recorded and can be viewed
using the Generator history button. This history is cleared when you log out.
=Mobile

Select the T Generator tab:
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iD ]

Generator

Generator

Usarmamea

me+gne! 1y gk g_Jl".Ji l.com
ne+18qfkwdtEgmail . com

Jsername

pe ()

Flus addressed amai

mememalcom

MB(E |',g"rm||.r_'uﬁ‘|

You can also generate a username from the Add/Edit item screen, as well as from the iOS app extension accessible by tapping the Share
icon, using the C Generate button:
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i D

Edit item Edit item

EM INFORMA
lam

Rippling Account
Rippling Account

MYyUSarnanme

myusername

} seotup TOTP

(] Set up TOTP

https:irippling.com/

https:frippling.com/

MNew URI

MISCELLANEQUS

Finance/Insurance

Finance/Insurance

All usernames that you generate in either location, even if you don't save them to an item, will be temporarily recorded and can be viewed
using the Generator history button. This history is cleared when you log out.
Username types

Plus Addressed Email

Select this type to use your email provider's sub-addressing (aka "plus addressing" or "aliasing") capabilities. This will generate a plus
addressed (named for the + and random string of characters) username based on your specified email address.
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On the Add/Edit Item screen of browser extensions and desktop apps, you can select between generating username with a Random (for
example, alice+gsd4aqge@bitwarden. com) string or one based on the item's email address (for example, alice+github.com@bitwa
rden. com). Email address is limited to browser and desktop as it requires knowledge of the login's URI, in other locations the username

generator will default to Random.

( Q Tip
Why use plus addressed email?
Plus addressed emails allow you to filter your email for all the junk mail you get when signing up for a new service. Signing up for a

service with the username alice+rnok6xsh@bitwarden. com will still send emails to alice@bitwarden. com, but you can easily
filter emails that include +rnok6xsh to prevent them from clogging up your inbox.

\

Catch-all email
Select this type to use your domain's configured catch-all inbox. This will generate a random email address at your specified Domain.

On the Add/Edit Item screen of browser extensions and desktop apps, you can select between generating username with a Random (for
example, bgzj lero@gardenllc. com) string or one based on the item's Domain Name (for example, Instagram.com@gardenllc.com).
Domain Name is limited to browser and desktop as it requires knowledge of the login's UR|, in other locations the username generator will

default to Random.
( Q Tip
Why use catch-all email?

In some cases, catch-all inboxes are used by companies with their own domain (for example, @bitwarden. com) to prevent emails
from going to your personal inbox and instead route them to a shared (and sometimes unchecked) company inbox in case record

of them is needed in the future.

In other cases, individuals with their own domain (for example, @gardenllc. com) use catch-all setups to route email from
accounts with privacy-oriented usernames (for example Instagram.com@gardenllc.com) to their actual inbox.

\

Forwarded email alias

Select this type to integrate the username generator with your external aliasing service. Most Bitwarden apps support integration with
SimpleLogin, AnonAddy, Firefox Relay, Fastmail, Forward Email, and DuckDuckGo. The mobile app currently supports integration with
SimpleLogin, AnonAddy, Forward Email, and Firefox Relay.

( Q Tip

Why use forwarded email alias?

Using email aliasing services such as SimpleLogin and Addy.io, you can sign up for web accounts using an anonymous address (for
example, nobody—-knows—its-me.d0p@r@slmail.me) that will forward mail to your actual inbox (for example, alice@bitwarde
n.com). This will prevent the website or service from collecting personal information (in this example, the name Alice and the fact

that she works at Bitwarden) when you sign up.

\

To set up your email alias integration:

=SimpleLogin

1. Log in to your SimpleLogin account.
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2. Select the profile icon and choose API Keys from the dropdown. SimpleLogin may require you to enter your password to create an API
key.

3. In the New API Key section, enter a name that indicates the new key will be used by Bitwarden and select Create.

@< SimpleLogin ¢ 0 Help ~ ‘ Upgrade ‘ i @protonmail.com
API Keys
AP| K Sign out
eys

When you log in on a SimpleLogin mobile app or browser extension, a new API Key is automatically created and stored on your device. It's usually named after the
device where it was created, e.g. Samsung S8, John's iPhone, etc.

A API Keys should be kept secret and treated like passwords, they can be used to gain access to your account.

bitwarden

A KKK

Delete

Delete All [

New API Key

Name of the api key, e.g. where it will be used.

4. Copy the APl key and paste it in the API Key field in the Bitwarden username generator.

5. Password Manager browser extensions, mobile apps, and desktop apps can connect to a self-hosted SimplelLogin server. If you're self-
hosting SimpleLogin, enter a Server URL.

6. Select Regenerate Username to generate a username and automatically create the corresponding alias in SimpleLogin.

=Addy.io

1. Log in to your Addy.io account.

2.In Addy.io, select Settings from the navigation menu.
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Dashboard

Usernames

Domains

C, Search

Dashboard

Shared Domain ...

0,10

View all

Bandwidth (September)

Aliases
Total Aliases
View All
Stats

@ Recipients
171
View all
Active
@
0
View Active

Secure and trusted open source password manager for business

Upgrade secretagent5555

Usernames Domains Rules
& e v
111 0o L
View all View all View all
10MB
Inactive @ Deleted
0 0

View Inactive View Deleted

3. On the General tab of the settings screen, scroll down to Update Default Alias Domain. Select the default domain you wish to use for

your alias.

@ Note

The default domain selected here must match the Domain name used in the Bitwarden Username generator.

4. Select the APl Keys tab and click the Create New API Key button.

5.In the Create New API Key dialog, enter a Name that indicates the new token will be used by Bitwarden, an Expiration, and Confirm
your Addy.io account password. Once you have completed the required fields, select Create API Key.
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Create New API Key

What's this API key going to be used for? Give it a short name
so that you remember later. You can also select an expiry date
for the key if you wish.

Name

‘ e.g. Firefox extension

Expiration

‘ No expiration

Confirm Password

®kkkkkkk

AnonAddy Generate Token

6. Copy the Personal Access Key and paste it in the APl Access Token field in the Bitwarden username generator.
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Q Tip
We also recommend adding this Personal Access Token to your Addy.io vault item in Bitwarden, since this is the only time the
token will be displayed in Addy.io.

7. In the Domain Name field, enter the Addy.io domain name you selected in Step 3. As a free user of Addy.io, your options are anonadd
y.me, <username>.anonaddy.me or <username>.anonaddy.com.

8. Password Manager browser extensions, mobile apps, and desktop apps can connect to a self-hosted Addy.io server. If you're self-
hosting Addy.io, enter a Server URL.

9. Select Regenerate Username to generate a username and automatically create the corresponding alias in Addy.io.

=Firefox Relay

1. Log in to your Firefox Relay account.

2. Select the profile icon and choose Settings from the dropdown:

B Firefox Relay X +
C 0 & relay.firefox.com 3 | @
B Firefox Relay Home FAQ
IEERINE, Manage your Firefox Account (3
Try Relay for Google Chrome
&3 Settings
e The Firefox Relay extension for Chrome makes creating and using masks even easier.
="
Get the Relay extension ® Help and support
- B SignOut
Upgrade to Relay Premium

3. Copy API Key into the API Access Token field of the Bitwarden username generator.

4. Select Regenerate Username to generate a username and automatically create the corresponding mask in Firefox Relay.
=Fastmail

1. Log in to your Fastmail account.

2. Select the profile icon and choose Settings from the dropdown.

3. From the navigation menu, select Privacy & Security and then Manage API tokens:
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\.-‘) Settings v

< Back to Mail

Password & Don’t use a password you use elsewhere.
Two-step verification e
Change password Set up two-step verification
Setup

B Billing & Plan

: Passkeys
AQ Users & Sharing y @® Want your account to be extra secure?

Passkeys are the faster, easier, and more secure way to log in.
Your passkey will be saved on your device, secured by your
My email addresses fingerprint, face, or screen lock.

&

Domains

F R

Signatures & Compose Create a passkey

Calendars

u

Migration

Account recovery J
Stay secure

© Privacy & Security Manage recovery options

© Restore data
Masked Email Logged in sessions 9

Get organized Review sessions
&% Display options
0 Foliders Connected apps & You can use other apps to access your account, such as Mail on your

Y Mail rules API tokens phone or Outlook on your PC.

[} Notifications Manage app passwords and access Manage API tokens

& Custom swipes

4. Select New API token to generate an API token.

Qa) Sothen ™

+ Back to Mall » AP tokens

Setup API tokens

B Billing & Plan AP tokens are developer keys for accessing your account's information. Leam more.

BH Users & Sharing
+ New APl token

& Domains

Include to following settings:

¢ Read-only access disabled.

e Masked Email enabled.

5. Copy API Key into the APl Access Token field of the Bitwarden username generator.
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6. Select Regenerate Username to generate a username and automatically create the corresponding alias in Fastmail.

=Forward Email
1. Log in to your Forward Email account.

2. Forward Email uses the default domain hideaddress.net, however if you have a registered domain you can connect it to the service.
For more information, refer to the Forward Email setup guides.

3. In Forward Email, navigate to the My Account > Security page and copy the Developer Access API token:

@ Forward Email Upgrade Resources ~ Guides~ Developers~ My Account ~

Two-Factor Authentication .
Domains

Emails
Configure One-time Password
) ) . ) Logs
One-time passwords ("OTP") allow you to add a layer of Two-Factor Authentication to your account using a de
authenticator app. If you lose access to your device or authenticator app, then you can use a recovery key provii Profile
during configuration.

Enable OTP

Learn more

Developer Access

API| token a1b88203521c56b4767d3455

Reset APl Token Learn more

4. In the Bitwarden username generator, paste the copied token in the APl access token and enter hideaddress.net or your registered
Domain name.

5. Select Regenerate Username to generate a username and automatically create the corresponding alias in Forward Email.

=DuckDuckGo

1. Follow the DuckDuckGo instructions to setup your Duck Address.

2. Once your Duck Address has been setup, select the Autofill tab on the DuckDuckGo email protection page, and open your web
browser's developer tools.
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3. Click the Generate Private Duck Address button and view the Network tab on your developer tools window. Select the "Addresses”
call for the API POST request, and locate the APl authorization item. The item will look like this: authorization: Bearer <API toke
n value>.
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Email Protection

&4 Autofill ® Account ® Support

Autofill enabled in this browser for

myusernamel@duck.com o

Private Duck Address Generator

fspismfr@duck.com Copy

/? Generate Private Duck Address

For sites you don't trust, Private Duck Addresses keep
your email identity hidden and can be easily deactivated.

Sign Out

© DuckDuckGo. Privacy, simplified.

Generate DuckDuckGo email alias

4. Copy the APl authorization token value and paste it into the API key field on the Bitwarden generator feature.
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5. Select Regenerate Username to generate a username and automatically create the corresponding alias in DuckDuckGo.

Random word

Select this type to generate a random word for your username. Options for random words include:
e Capitalize: Capitalize your username.

¢ Include Number: Include a 4-digit number in your username.
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